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Survivable Communications: A Reguirement

Rictures-Ricturesinet

Can you hear me now?

NPSTC is a federation of organizations whose mission Is to improve public safety communications
and interoperability through collaborative leadership.



The SAFECOM Interoperability Continuum

&9 Homeland i .
& Security Interoperability Continuum

Limited Leadership, Planning, and Collaboration Among Aneas
with Minimal Investment in the Sustainability of Systems and Documentation
High Desgrese of Leadership, Planning, and Collaboration Amang Aneas
with Commitment to and Investment in Sustainability of Systems and Documentation

Optimal
Laval
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* Draft status applies only 1o the Data Lane within the Technology section.

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The SAFECOM Interoperability Continuum

 Now recognized as the interoperability
model (in some flavor) on 5 continents

* All elements are required for success,
particularly during disasters and
subsequent recovery

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The Continuum Governance Lane

e Bottoms-up planning within a statewide
planning framework is essential to success

— Follow Statewide Interoperability Executive Committee
model from NCC Final Report

— Should be a Congressional requirement for grant-
funded projects

— Need to update FCC documents, including website, to
show “statewide” vs. “state”

— Can we standardize the name, e.g., “<state name>
Statewide Interoperability Executive Committee™?
« Credentialing
— Must be standardized at the national level
— More on this later...

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The Continuum Governance Lane

 Give the current coordination efforts some
teeth.

— DHS approved Tactical Interoperable
Communications Plans (TICPs) and Statewide
Communications Interoperability Plans (SCIPs)
should be accepted as operational plans within the
Part 90 framework, and be the ‘play book’ to be
followed during declared (at any level) emergencies.
[the 155.475 MHz “state plans” model]

« Commit to building systems to be
survivable in the first place
— “Essential services” construction

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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NPSTC
Southern California fires — Lyons Peak (San Diego County)

_ Before

NPSTC is a federation of organizations whose mission Is to improve public safety communications
and interoperability through collaborative leadership.



The Continuum Governance Lane
NPSTC

Fuel Tank Regulator

Outside of Building

NPSTC is a federation of organizations whose mission Is to improve public safety communications
and interoperability through collaborative leadership.



N
NPSTC

The Continuum Governance Lane

* Orlando/Orange County during hurricanes
Charlie, Francis and Jeanne in 2004
— Nine 800 MHz simulcast trunking sites
— 20,000 subscriber units

— Never lost a site but had generator start-up
Issues

— Went to manual generator pre-start

— New system will support remote generator pre-
start

— Fueling arrangements, including air support,
arranged well in advance

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The Continuum Technology Lane

e Sustainable power is the major issue

— Both infrastructure and subscribers

* AA batteries/clamshell cases and cigarette
lighter adapter cables

« Recommend to Congress that subscriber
equipment approved for grant purchases must
have AA battery power pack available

« Avallabllity of support staff, either
contract or government

— And a way to get them to where they are
needed

* Recognized, national credentialing!

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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§‘ The Continuum Technology Lane: Restoration
NPSTC

— Deployable resources

» Radio caches (including deployment and
maintenance issues)

» Deployable infrastructure
— Trunking on Wheels (TOWS)
» San Bernardino train wreck example
— 700 MHz reserve channels in P25 trunking format

— P25/TIA already tasked to address related issues
Draft NPSTC Request of system/unit IDs

For Rulemaking — Appears that 4 blocks x 6 RF channels per block
may be best deployment considering border,
equipment size and other issues

 Would be great to have in other bands if
channels could be identified

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The Continuum Technology Lane: Other
Recommendations

Draft NPSTC
Request
For Rulemaking

/00 MHz Interoperabillity channel
changes

e One Calling Channel
e One Data Only channel

* Higher power on band-edge
itinerant channels
— Temporary fix for digital noise issue

NPSTC is a federation of organizations whose mission is to improve public safety communications

and interoperability through collaborative leadership. 13
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The Continuum Technology Lane: Restoration

Non-terrestrial resources

— Deployable infrastructure on airborne platforms

 Who maintains and deploys?

— States at the state level, using Air National Guard at
direction of Statewide Interoperability Coordinator

— FEMA with DoD support at the national level, with state
licensee sponsors

» Remember that Federal agencies are not eligible
to hold licenses in 700/800 MHz bands

» Coordination required across coverage footprint
— Function of NIMS Communications Coordinator (COMC)
— Satellite
» Expensive!
» Application has limitations (buildings, canyons, etc)
* Requires ongoing training and exercises

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The Continuum Technology Lane: Standards

e Nothing is interoperable without detailed
technical standards in a digital world
— Must to be backward compatible and forward

migratable

e Congress/FCC need to understand that IP Is
not the solution, it is only the carrier and a cost
effective and sometimes elegant enabler!
— Applications must be interoperable

— IP-related issue are many
» Usually requires private, robust network
* Networks must be up 24/7/365
» Special provisioning and QoS often needed
» Special training for IT support staff often needed

NPSTC is a federation of organizations whose mission is to improve public safety communications

and interoperability through collaborative leadership. 16
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The Continuum SOPs Lane

o Standard Operating Procedures are the
basis by which we all operate

 SOPs address the three types of
iInteroperability (each with unique
characteristics)

— Day-to-day (estimated in the PSWAC Final
Report to be 97% of all interoperability)
— Task-Force (2%)

— Mutual Aid (activation of provisions of a
state’s mutual aid pact for planned or
unplanned event — 1%)

NPSTC is a federation of organizations whose mission is to improve public safety communications

and interoperability through collaborative leadership. 17
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The Continuum SOPs Lane

 The importance of using common
structures and terminology nationwide

— NIMS/ICS and the Communications Unit
(COML training)

— Standard channel naming

e NPSTC recommendation now in APCO/ANSI
standardization process

 Example: Back to sustainable power...

— Credentials so fuel trucks and contract/govt
maintenance personnel can get to sites

— Arrangements for alternative fuel delivery
(helicopters, etc)

NPSTC is a federation of organizations whose mission is to improve public safety communications

and interoperability through collaborative leadership. 18
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The Continuum Training & Exercise Lane

e Training priorities are often badly skewed
— Law enforcement officers are typically trained and
gualify with their handgun quarterly

» Most never fire their handgun outside of the range
during their entire career
— Law enforcement officers typically receive radio
training at initial hire and when new equipment is
Implemented

* Most use their radios several times on every single
call!

e Radio use should be included in all exercises

— Use Homeland Security Exercise & Evaluation Plan
(HSEEP) guidelines for exercises

 Radio use should be integrated into all training

NPSTC is a federation of organizations whose mission is to improve public safety communications
and interoperability through collaborative leadership.
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The Continuum Training & Exercise Lane

* Practice like you play (and vice versa)
— Particularly important in crisis situations and under
high stress
 Congress should provide grant-supported
certification and training for NIMS/ICS
Communications Unit personnel

e Congress should stress Training and
Exercises as part of system implementation
(particularly for interoperability components)
for all grant funded projects

NPSTC is a federation of organizations whose mission is to improve public safety communications

and interoperability through collaborative leadership. 20
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The Continuum Usage Lane

* Practice like you play (and vice
versa)

— 97% of interoperability is day-to-day
o Use breeds familiarity

— Never introduce something new
during a crisis — it won'’t get used!

NPSTC is a federation of organizations whose mission is to improve public safety communications

and interoperability through collaborative leadership. 1
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NPSTC is a federation of organizations whose mission Is to improve public safety communications
and interoperability through collaborative leadership.
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